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6. Research The objective of this research is to develop an ADAS (Advanced Driver-assistance
Objective systems) sensor information-based security system for smart connected vehicles.
The project will provide a prototype of security system that can protect smart

connected vehicles against malicious attack, and can help autonomous driving by

enhancing driver safety using deep learning based techniques on ADAS sensor data.

7. Research
Summary Recently, the automotive industry is undergoing major transformation with the

emergence of autonomous cars, intelligent transportation systems, and vehicular
networks. The National Highway Traffic Safety Administration (NHTSA) has
announced the SAE Automated Driving Standard to describe the five different
levels of autonomy in driverless cars. Since fully autonomous driving with level 4
or 5 requires the use of multiple sensor systems and inter-vehicular communication,
automobile manufactures began to use various ADAS (Advanced Driver-assistance
systems) sensors including radar, lidar, and camera systems for today’s semi-
autonomous driving. The road/traffic information is collected by the sensors on the
moving vehicles and such information is used to provide enjoyable driving
experience as well as driving safety. However, in order to achieve the fully
autonomous driving, it is crucial to secure event-related messages between vehicles
and between infrastructure and vehicles. Also, the autonomous driving system
should be protected against attacks by malicious vehicles because they can cause
financial loss and even threaten drivers’ lives.

To address various security issues mentioned above, this research leverages ADAS
sensors equipped in modern vehicles, and will develop a sensor information-based
security system for smart connected vehicles to secure inter-vehicular
communication and authenticate vehicles. To efficiently manage and utilize the
large size of sensor data (generated more than gigabytes per second), deep learning
based techniques will be applied. This research project will provide a prototype of
security system for smart connected vehicles that can provide secure vehicular
communication and enhance driver safety in autonomous driving environment.

8. Need for
funding from $75,000 for three Korean students
Korean ($25,000 * 3) = $75, 000
government
9. Request
for Korean The selection of students studying abroad should be conducted after mutual

Universities consultation, and please cooperate as much as possible to prepare for VISA.



